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S3 STORAGE LA GI?

Amazon Simple Storage Service (S3) la dich vu luu trd co
kha nang ma rong dua trén cong nghé luu tr doi tuong.
Dich vu nay cung cap do bén, tinh kha dung va hiéu suat
cao. DU liéu co thé dudc truy cap tU moi ngi trén Internet,
s’ dung Amazon Console va API S3 manh mé.
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CAU TRUC CUA
CLOUD S3 STORAGE

GOém cum 4 Node Server (NVMe/HDD) hoat déng song song.

« Kha nang chiu 16i déng thadi 2 Node ma khéng anh hudng di liéu.

D{ liédu duge ma hoa hai I8p (TLS/SSL & encryption ndi bé).

Tu dong phan manh va nhan ban d liéu thanh nhiéu phan:

+ Phan data chinh.

+ Phan du phong (redundancy)
Cac doi tudgng dudc luu trif trong cac Bucket.
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BUCKETS S3 STORAGE

e Buckets (thung chia) la container luu tr chinh cho cac doéi tudgng.

Mdi bucket phai cé mot “Khdéng gian tén duy nhat” trén toan bé AWS.

Co bd nhd luu trd khéng gidi han.

1 buckets cho mdi tai khoan.

V3i bucket Amazon S3:

+ Phuc vu ndi dung cho khach hang.

+ Chia se dU liéu vai EC2.
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CAC DOI TUONG (OBJECTS)

e Cac doi tugng la cac tép tinh chla thong tin siéu di liéu.

e Tat ca cac doi tuosng mac dinh |a riéng tu.
« Khivat thé & trong thung, ban cé thé ma no, tai xuéng va di chuyén no.
e Cac dobi tudng co thé:

+ Nho nhat |a 0 byte va I6n nhat |a 5TB.

+ Pudc cong khai théng gua mét URL gidi han thai gian. -

OBJECTS

——
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KHOA POI TUONG (KEYS OBJECT)

e« Khda dobi tugng (hoac tén khoa) la dinh danh duy nhat cho mot doi
tugng trong Mot bucket. Moi dbi tuong trong mot bucket déu co

dung mot khoa.

e S3 nhu Mot ban do dU liéu ca ban gilia "bucket + key + version” va

chinh doi tugng do.
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KHA NANG TUONG THiCH ENDPOINT & API
THEO CHUAN S3

Endpoint
htips imindo 1 weablul. v 3000

(¥) Console (Ul): https://miniol.webtuivn:9001

(v) API Endpoint: https://miniol.webtui.vn:9000

aaaaaaaaa

(¥) Region: vn-1

(v) Access Key: Tén username, vi du: vpsttt
(V) Secret Key: Mat khau dang nhap tai khoan

& Bucket: Téen bucket xem khi dang nhap,
vi du: bucket-vpsttt

Giao dién trang web: docs.minio.webtui.vn




Luu trd dif liéu M3 réng dung TGi uu chi phi so HO trg 24/7 bai
an toan, bén bi ludng linh hoat v3i ha tang doéi ng ky thuat
v3i chudn S3 theo nhu cau. truyén théng. chuyén sau.
quoc té.
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_____ THONG SO KY THUAT CUA
S DICH VU STORAGE S3

Giai phap luu tri doi tugng (Object Storage) toc dbd cao, an toan, tudng
thich chuan Amazon S3, R2 Cloudfale.
Phu hdp cho backup, luu trit A liéu 16n, media streaming, Al/ML dataset,

va nhiéu nhu cau doanh nghiép.
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Dung lucng
khong gidi han

Toc dé mang Bang thong

100 Gbps khong gidi han
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PIEM NOI BAT CUA .
CLOUD STORAGE S3

BAO MAT - AN TOAN
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1. TICH HOP SAN SSL VA TLS
Piém noi bat:
~ Hé thong S3 Strong su dung Erasure Coding (EC) cau hinh

(% )
o ',l'

" M+2, tuc |13 d liéu dudce chia thanh nhiéu khéi (M) va thém 2
khoi kiem tra (parity).

l Ca ché nay gilp hé théng van hoat dong 6n dinh ngay ca khi 2
~ node luu trt ddng thdi gap su cé — khédng mat di liéu, khéng
gian doan truy cap.
Loi ich thurc té:

7 Antoan d lieu vugt troi so vai RAID truyén thong, hieu qua
lUu trd cao han gap 3 lan so vdi giai phap théng thudng.

/) Tu déng tai tao (self-healing): khi node bi 16i, hé théng tu déng
phuc hoi khoi thiéu tu phan con lai ma khéng can can thiép
thu cong.

Coéng nghé ap dung:

;’; Ho trg nhiéu muc xac thuc (DV, OV, EV) va chiing chi wildcard.

HTTPS://




2. TOC DO 6 CUNG TOTAL
Piém noi bat:

(4 Toc do doc/ghi dU liéu |én t8i ~130.8 GB/s nhd cum luu trd gom
=" nhiéu 6 NVMe va HDD hoat déng song song.

,» Khéng gidi han 3 mot 6 don, sic manh cong hudng tu toan bd
~ héthong giup tang toc dé tuyén tinh khi ma réong.

Loi ich thuc té:

7 D6 tre thap, phan héi gan nhu tdc thi cho cac dich vu thdi gian
~ thuc.

/) RUt ngdn thdi gian backup, déng bé va khdi phuc dit liéu.

Cong nghé ap dung:

."f : _".Af

Caching da tang: NVMe |uu d liéu néng, HDD luu d liéu lanh.

. p—

/) Giam sat hiéu nang, téi uu dudng truy xuat lien tuc.




3. DUNG LUONG TOTAL

Piém noi bat:

P

Luu trd gan 1.5 petabyte — tucng dudgng hang ty tép tin.

\/
f HoO tro phan tang du liéu dé tiét kiém chi phi va téi uu tdéc do.

”é“ Pap Ung nhu cau doanh nghiép I&n va dai han.

Loi ich thuc té:

" Gili d{ liéu lau dai, an toan va de truy xuat.
(+/) Phu hgp cho hé théng can nhiéu ban sao luu va version.
Cong nghé ap dung:

Vr

; Nén va deduplication giam dung lugnag.

/) Ma héa AES-256, quan Iy khéa KMS.




4. 10PS TOTAL
Piém noi bat:

7 XU lytdil3 trieu tac vu doc/ghi nhd maoi giay — cap dé trung
=~ tam d liéu 18n.

/) Phan bo tai dong déu, giam nghén, téi uu cho nhiéu tac vu
song song.

Loi ich thurc té:

() Ly tudng cho giao dich truc tuyén, tai chinh, Saas, thudng mai
= diéntu.

'/_, Gilp hé théng 6n dinh ngay ca khi tai tang doét bién.
Cong nghé ap dung:
Hé théng giam sat IOPS real-time, tu diéu chinh phan bé.

(/) Tich hop can bang tai cho nhiéu dich vu song song.

diem

-

99.9%

IOPS

I0PS
Hieu nang

Do tre

< 0.1ms




5. BANG THONG LON
Piém noi bat:
Truyén tai dd liéu én dinh, giam nghén, giam do tré.

Ho tro nhiéu dich vu cloud va hybrid.

| |r,‘-_JJ-::.-' II|
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ff“ Pap Ung yéu cau truyéen dd liéu thdi gian thuc.

Loi ich thuc té:

" Streaming, CDN, backup dung lugng I8n nhanh chéng

/) Duy tri hiéu suat khi déng bé dif liéu nhiéu khu vuc.

Cong nghé ap dung:
’“3 Firewall chéng DDoS va bao mat nang cao.

p—

(/) Giam sat luu lugng, diéu phdi tai nguyén tu déng.

Bandwidth lorn
100 Gbps




6. FULL API
Piém noi bat:

£

Chuan giao tiép S3, tuong thich AWS va Minio.

Quan ly dd liéu tap trung, dée ma réong va linh hoat.

_ff‘ Tich hgp dé dang vai ing dung, dich vu web.

Loi ich thuc té:

Quan ly bucket, versioning, lifecycle dé dang.

(V) Giup tiét kiém thai gian va chi phi quan ly dif liéu.
Cong nghé ap dung:

/ API hé trg da ngén ngll, SDK phong phu.

(V) Ma héa d lieu khi truyén va luu trit.

IAM phan quyén chi tiét, audit log day du.

Full API

Storage S3

CloudFront Elastic Beanstalk

"

b

Angular Frontend Loopback App




/. UPTIME
Diém noi bat:

(@ Thdi gian hoat dong lién tuc, downtime < Th/nam.

(/) Hé thong du phong nhiéu I8p: dién, mang, Iuu tri.

@ Pam bao dich vu 6n dinh ngay ca khi cé su co.
Lgi ich thuc té:

@j Tang uy tin, giam rui ro gian doan.

@ Giup quy trinh kinh doanh khéng bi anh hudnag.
Cong nghé ap dung:

@r Giam sat 24/7, canh bao su co.

. Hé thong kiém tra lién tuc dé phat hién 16i sém.

Multi-AZ, failover tu dong.

P




8. AN TOAN DU LIEU
Piém noi bat:

(v/) DU liéu dudc phan tan trén nhiéu node may chu va nhiéu 6 dia.

f\%ﬁ.ﬁ Hé théng van hoat dong khi moét may chu hoac moét sé 6 dia gap 10i.

@ Ca ché du phong gilp giam rui ro mat d liéu va gian doan truy cap.

Loi ich thuc té:

@7’" Pap Ung yéu cau phap ly, bao vé khach hang.

/)
-

fgj Tang do tin cay, uy tin cho doanh nghiép.

Cong nghé ap dung:

(V) Audit log ddy du dé theo déi thay doi.

@4 IAM kiém soat truy cap chi tiét.




\?: VPSTTT SO SANH 3 MO HINH LU'U TRU
OBJECT STORAGE - FILE STORAGE - BLOCK STORAGE

- - Dbject Storage (Luu trid : : T : i
Tiéu chi Qhdeet Ak aa’? tu'(dng) g File Storage (LJu trii dang file) Block Storage (Luu tril dang khai)
Cau trac d Khéng gian phang, khéng phan N Cac khoi d lieu co kich thudc ban
e e P - - 2 Cay thu muc (Cha —con) ' =
lieu cap nhau
3 Qua API (HTTP/S) vdi cac 1énh Qua cac giao thuc mang nhu . i
Phuong thuc " . Pudc gan (mount) nhu mot © dia
=5 GET, PUT, DELETE. Truy cap tap NFS, SMB/CIFS. Can mount vao Jc gan (mount) '
truy cap . . . cuc bo (vi du: C;, /dev/sda)
trung tdi doi tuong hé dieu hanh
Siéu du liéu Phong phd, tby chinh khong gidi Gidi han (tén file, kich thudc, Khoéng c6é metadata, chi co dd liégu
(Metadata) han ngay tao, ngay sua) khoi
Kha na 3 Ga hu vo h Petabyt ; 2 g g = 5
ek 4N nhuva fign (Petatytes, Bi gidi han bdi hé théng file Bi gidi han bdi kich thudc volume
rong Exabytes), nang cap tal nguyéen




\?; VPSTTT SO SANH 3 MO HINH LU'U TRU
OBJECT STORAGE - FILE STORAGE - BLOCK STORAGE

Tiéu chi Opi &6] tlon g) i) File Storage (LJu trii dang file) Block Storage (Luu tri dang khdi)
Toi uu cho khoi lug High . . P Po tré cuc thap (L lat ly
. ¥ il ?I =1 SRR {H. lgA Tot cho viec truy cap va xu ly . e C, aF}{ DW 2 tenc:y} : ¥ .
Hieu suat throughput), ly tucng cho dua lieu S e tucong cho cac giao dich va cd sc du
2 Mot so ludng nho tep =
Ign lieu
. Big Data, Media, Back Cloud- Chia sefile t Oi bo, 5 . e
Ung dung Rt Al |a,. i anie ASETERIArG thahng gt be Piéu hanh, co s di ligu (Database)
native CMS
; Chi phi tha 3 ré O h 5 . Toc do IOPS cu , do tré thap,
Bbiem manh el ap, el De su dung, quen thuoc oees = CECEa0 D, el
linh hoat xuat sang trang tinh




VEVPSTTT I NAO BAN NEN CHON
S3 OBJECT STORAGE?

T3ng toc truy cap tai

Luu trir khé 161 h
r ong gigi han Viet Nam

» M3 rong kha ndng luu tri dée
dap Ung nhu cau quan ly hang % # =0
terabyte dd liéu phi cau tric - ;
nhu hinh anh, video, nhat ky hé
thong va tép sao Iuu.

» Trai nghiém mudgt ma hon bao gid
hét: website, app va streaming
dudc tang hiéu suat nhd mang
may chu dat tai Viét Nam.

Sao luu & khoi phuc Phat trién irng dung
an toan linh hoat

 S3 endpoint dang tin cay gilp ban e Cung cap kha nang ma rong linh
sao luu may chu va cd sdé d liéu hoat cho hang terabyte dU liéu
an toan vai chi phi téi uu nhat. phi cau tric nhu hinh anh, video,
nhat ky hé théng va file backup.




U'NG DUNG THU'C TE
S3 OBJECT STORAGE

1. Nén tang luu trif cho tu ddng hoa
workflow & n8n

Tich hop lién mach S3 Object Storage vao gquy trinh tu déong hda v3i n8n, Zapier hoac Integromat dé tu dong luu tri va
truy xuat di lieu nhu bao cao, file CSV hay hinh anh.

2. Luu trif Media & WordPress Offload

Luu trd hang triéu file media chat lucng cao va két hop CDN dé phan phoi ndi dung toan cau vadi toc do vugt troi — ly
tudng cho trang tin tuc, Ung dung e-learning va nén tang streaming.




U'NG DUNG THU'C TE
S3 OBJECT STORAGE

3. Backup & Recovery

Bién Object Storage thanh diém dén an toan va tiét kiém cho viéc sao luu toan bd d liéu quan trong — tU website,
database, cPanel dén may chu vat ly. VSi chi phi hop ly, dé bén cao va tinh nang versioning, day la giai phap ly tuéng dé
bao vé tai san s6 khoi moi rui ro, ké ca ransomware.
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_‘ | "I"" 4. Kho DU liéu I6n & Data Lake
== .'....-u-.. LT

Luu trd khéng gidi han di liéu thé tU moi nguon — log server, loT, hay dU liéu ngudi dung — lam nén tang cho phan
tich, Machine Learning va Ung dung Al.




U'NG DUNG THU'C TE
S3 OBJECT STORAGE

5. Drive luu trii & chia se tai liéu ndi bo

M‘l "rﬂ] ]!*
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La nén tang luu tr téi uu cho Ung dung hién dai theo kién tric Cloud-Native va Microservices. Ho trg truy cap hoan
toan qua API (S3-Compatible), Object Storage mang dén kha nang Iuu tri linh hoat va ma rong hé théng de dang.




o )  BEVPSTTT
CAC UNG DUNG TUONG THICH VOI

S3 OBJECT STORAGE
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TAI SAO NEN TIN DUNG »>>
CLOUD S3 STORAGE CUA VPSTTT

7 NAM + 12,000 + 12 + 1,000 +

Kinh nghiém Khach hang Doi tac phat trién Du an thanh céng




Chan quoc té

’
|

Chan/mad chan quéc té: VPSTTT ho tro
khdach hang chan va md IP moi ldc
Moi NJai.

¥) Giam sat k&t ndi
toan dién

Cho phép ngudi quan ly mang theo doi
hoat ddng mang.

TiNH NANG NOI BAT FIREWALL
ANTI DDOS TAI VPSTTT

Y2 VPSTTT

({14

& Tu dong phat hién
va ngan chan ddos

Phat hién va chan cac cubc tan cong
DDoS ngay khi cé dau hiéu bi tan cong.

Y

Ho tro ky thuat 24/7

VPSTTT giup ban toi vu hoa Firewall theo
Nnhu cau riéng va doi phd nhanh choéng
v3i cac phudng thuc tan céng mdi.



..... ARBOR APS - GIAl PHAP CHONG DDOS

SEES CHUYEN DUNG TAI VPSTTT
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ARBOR APS LA GI?

e Trién khai truc tiép tai I8p bién ha tang mang

™
e Thiét bi chdng DDoS phan cing do Arbor Networks phat trién :[\RBOR
iﬁ;&_
N ET W OR K S

e Tich hdp phat hién thdi gian that, tu dong loc luu lugng tan céng

TiNH NANG NOI BAT

Phat hién DDoS Realtime (dudi 1 giay)

Loc traffic L3/L4/L7

Phan tich hanh vi, machine learning

HO trg chan ASN, geo-blocking, BGP blackhole
Dashboard giam sat luu lugng truc quan, log chi tiét

-----



\?ﬁ CONG TY CO PHAN TAP POAN VPSTTT

CAM ON BAN DA QUAN TAM
DICH VU CLOUD VPS CUA
VPSTTT

LIEN HE VOI CHUNG TOI:

@ llenhe@yvpsttt.com

vpsttt.com @ Zalo OA VPSTTT Group

o Fanpage VPSTITT

@ 0328 812 674




